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Abstract—We present Non-Colliding Path Authorisation
(NCPA), a lightweight authorisation protocol in which access
rights are represented as single-use, ordered paths through a
system graph. Each authorisation is valid only if exercised
sequentially, without replay, and without colliding with other
concurrent authorisations. To ensure liveness, paths are allocated
within bounded epochs, allowing safe reclamation of exhausted
resources. Unlike traditional access control systems that rely on
centralised locks or cryptographic capabilities, NCPA enforces
safety properties through structural constraints and explicit state
transitions. We provide an executable specification of the protocol
and validate its security properties using property-based testing.
Our results demonstrate that NCPA prevents replay, skipping,
impersonation, and collisions, while guaranteeing bounded ex-
haustion and epoch-based recovery.

I. INTRODUCTION

Modern distributed systems frequently require fine-grained,
short-lived authorisation mechanisms that support concurrency
without centralised locking [L]. Examples include pipeline
execution, multi-stage workflows, and resource reservations
in microservice architectures. Existing approaches typically
rely on cryptographic tokens [2], global locks [3], or opti-
mistic concurrency schemes, each introducing complexity or
contention.

This paper explores an alternative design point: authori-
sation by path [4]]. Instead of granting access to individual
resources, an authorisation encodes a predefined sequence of
system nodes that must be traversed in order [1l]. Each step
validates the previous one, ensuring sequential integrity and
single-use semantics [3]].

We introduce Non-Colliding Path Authorisation (NCPA),
a protocol that enforces: (i) strict step ordering, (ii) replay
resistance, (iii) collision-free concurrent execution, and (iv)
bounded exhaustion with epoch-based liveness.

Contributions.

o We define a path-based authorisation protocol with ex-
plicit non-collision semantics [6].

o« We formalise security properties relevant to systems
authorisation.

« We provide an executable specification validated via
property-based testing [7]].

« We demonstrate epoch-based liveness without global
locks or cryptography [8].

II. SYSTEM MODEL
A. Entities

The system consists of:
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Fig. 1. Two non-colliding authorisation paths sharing entry and exit nodes.

« Nodes: ordered validation points in the system [9].

« Paths: finite sequences of nodes from a source to a
terminal.

« Validators: local enforcers bound to a specific node and
step index [10].

« Allocator: a global component that assigns non-colliding
paths [11].

o Registry: an authoritative state machine tracking path
progress.

B. Threat Model
We assume:

« Adversaries may replay, skip, or reorder messages [12].
o Adversaries may attempt concurrent reuse of authorisa-
tions.
« Validators correctly enforce local checks but do not share
secrets [13].
We do not assume cryptographic secrecy, Byzantine con-
sensus, or denial-of-service resistance. Our goal is correctness
of authorisation semantics, not confidentiality.

III. PROTOCOL OVERVIEW

A. Path Allocation

Paths are allocated per epoch. Each path is reserved step-by-
step to ensure that no two paths collide at the same node and
step index [[14]. Two policies are supported: strict (no sharing)
and relaxed (shared entry/exit).

B. Path Execution

Each request includes:

(path_id, epoch, step, node)



Validators ensure:

« Node identity matches.

o Step index is correct.

o Registry state advances monotonically.

C. Epoch Rollover

Epochs bound authorisation lifetimes. Once all paths in an
epoch are exhausted, the allocator advances to a new epoch,
reclaiming capacity without violating safety.

IV. SECURITY PROPERTIES
We formalise the following properties:
P1: No Replay A completed step cannot be revalidated.
P2: No Skipping Steps must be executed in order.
P3: Node Authenticity Validators cannot be impersonated.
P4: Single-Use Concurrent reuse of a path is rejected.
P5: Non-Collision Concurrent paths do not share internal
nodes.
P6: Bounded Exhaustion Allocation fails only when capac-
ity is reached.

P7: Epoch Liveness Capacity is restored after epoch
rollover.

P8: Epoch Safety Old authorisations cannot advance in new
epochs.

V. SECURITY ANALYSIS

Rather than relying solely on informal proofs, we validate
each property using property-based testing over an executable
model.

A. Executable Specification

The protocol is implemented in Python as a state machine.
Validators and the registry enforce transitions, while the allo-
cator ensures non-collision.

B. Property Validation

Each security property corresponds to a falsifiable test. For
example:
« P1 is validated by attempting to replay a completed step.
« P4 is validated by parallel reuse of the same path identi-
fier.
o P7 is validated by exhausting capacity and advancing the
epoch.
Hypothesis generates adversarial schedules, ensuring cov-
erage beyond hand-written tests. All properties hold across
generated executions.

VI. IMPLEMENTATION AND EVALUATION

The full executable model comprises fewer than 300 lines of
Python. Tests execute in milliseconds and explore thousands
of interleavings. No false positives or flakiness were observed.

VII. LIMITATIONS

NCPA does not provide confidentiality or integrity against
network attackers. It assumes a trusted registry and honest
validators. Denial-of-service attacks remain possible and are
orthogonal to our design.

VIII. RELATED WORK

Our approach relates to capability-based security, work-
flow authorisation, and lock-free coordination. Unlike crypto-
graphic capabilities, NCPA emphasises structural correctness
OVer secrecy.

IX. RELATED WORK

The design of NCPA draws upon and distinguishes itself
from three primary areas of research: capability-based security,
workflow authorisation, and decentralised coordination.

A. Capability-Based Security

Traditional capability systems, such as those described by
Lampson et al. [4], focus on tokens that grant access to
specific objects. Modern implementations like Macaroons [1]]
introduce “caveats” to limit scope. Unlike these approaches,
which rely on cryptographic integrity to prevent tampering,
NCPA shifts the burden of security to structural constraints
within a global graph. By enforcing path-based traversal, we
ensure sequential integrity without the computational overhead
of repeated cryptographic verification at every node.

B. Workflow Authorisation and RBAC

Standard Role-Based Access Control (RBAC) [11] and
Graph-Based models [9] effectively manage static permissions
but often struggle with highly dynamic, short-lived execution
flows. Research in workflow authorisation typically requires
complex state tracking to ensure task dependency. NCPA
simplifies this by treating the authorisation itself as a state-
ful trajectory, where the registry acts as a lightweight state
machine rather than a heavy-duty policy engine.

C. Lock-Free Coordination and Liveness

Avoiding centralised locking is a classic challenge in dis-
tributed systems, as locks often lead to significant contention
and performance bottlenecks [3]. Our use of epoch-based
recovery draws inspiration from liveness proofs in concur-
rent programming [8]. While Optimistic Concurrency Control
(OCC) allows for high throughput, it suffers from frequent
rollbacks under high contention. NCPA provides a determin-
istic alternative: by pre-allocating non-colliding paths, we
eliminate the possibility of collision-induced rollbacks entirely.

D. Summary of Differentiation

Unlike the aforementioned works, NCPA does not prioritise
secrecy or Byzantine fault tolerance. Instead, it optimises
for structural correctness and high-concurrency liveness. This
trade-off is particularly suited for trusted internal microservice
environments where performance and replay resistance are
more critical than protection against malicious validators.

X. CONCLUSION

We introduced NCPA, a path-based authorisation protocol
with explicit non-collision and epoch-based liveness guar-
antees. By validating security properties through executable
specification and property-based testing, we demonstrate a
practical alternative to lock-based authorisation in concurrent
systems.
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