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Abstract. PeoChain introduces a revolutionary blockchain architecture
that mathematically solves the blockchain trilemma through the innova-
tive Proof of Synergy (PoSyg) consensus mechanism. This paper presents
a comprehensive solution that achieves scalability exceeding 100,000 trans-
actions per second, maintains true decentralization with over 10,000 val-
idators, and provides cryptographic security guarantees through formal
verification.

The architecture incorporates Subnet Validator Networks for parallel
transaction processing, Dynamic Contribution Scoring for Sybil resis-
tance, and algorithmic price stabilization mechanisms for economic sta-
bility. Mathematical analysis demonstrates Nash equilibrium properties
of the consensus mechanism, while empirical evaluation on a global test-
net validates theoretical predictions.

PeoChain’s integration of mobile financial services at the protocol level
addresses the financial inclusion needs of 1.4 billion unbanked individuals
globally. The system maintains transaction costs below $0.04 with sub-
second finality, enabling micropayments and cross-border remittances
at unprecedented efficiency. Formal verification using TLA+ specifica-
tions provides mathematical proofs of safety and liveness properties un-
der Byzantine failure conditions.

Keywords: Blockchain - Consensus Mechanisms - Scalability - Financial Inclu-
sion - Byzantine Fault Tolerance - Formal Verification
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1 Introduction

The blockchain trilemma, first articulated by Ethereum founder Vitalik Buterin,
presents the fundamental challenge of simultaneously achieving scalability, secu-
rity, and decentralization in distributed ledger systems [2]. Traditional blockchain
architectures require significant trade-offs among these properties, limiting their
practical applicability for global financial systems.

Bitcoin achieves strong security and decentralization but suffers from lim-
ited scalability of approximately 7 transactions per second [I6]. Ethereum im-
proved programmability through smart contracts but faces similar scalability
constraints, processing roughly 15 transactions per second on the base layer [22].
Layer 2 solutions and sharding proposals attempt to address scalability while
maintaining security, but often compromise decentralization or introduce addi-
tional complexity.

Recent advances in consensus mechanisms have explored various approaches
to the trilemma. Proof of Stake systems like Cardano and Polkadot achieve better
energy efficiency than Proof of Work but face centralization risks due to wealth
concentration [I1I21]. Delegated Proof of Stake systems like EOS achieve high
throughput but sacrifice decentralization through limited validator sets [9].

PeoChain addresses these fundamental limitations through three key innova-
tions: the Proof of Synergy consensus mechanism that creates economic incen-
tives for distributed participation, Subnet Validator Networks that enable true
parallel processing without security compromises, and algorithmic stabilization
mechanisms that maintain economic stability while preserving decentralization.

1.1 Problem Statement

The current state of blockchain technology presents several critical challenges
that limit widespread adoption:

Scalability Limitations: Existing blockchain systems cannot handle the
transaction volumes required for global financial infrastructure. Traditional pay-
ment systems like Visa process up to 65,000 transactions per second, while major
blockchain networks handle fewer than 100 transactions per second.

Economic Barriers: High transaction fees exclude users in developing economies
from participating in decentralized financial systems. Ethereum transaction fees
often exceed $10-50 during network congestion, making micropayments econom-
ically infeasible.

Centralization Risks: Proof of Stake systems tend toward centralization
as wealthy participants accumulate increasing control over network consensus.
Mining pools in Proof of Work systems similarly concentrate power among a
small number of operators.

Energy Consumption: Proof of Work consensus mechanisms consume
enormous amounts of energy, with Bitcoin alone using more electricity than
entire countries [6].
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1.2 Contributions

This paper makes the following contributions to blockchain research and practice:

1. Proof of Synergy Consensus: A novel consensus mechanism that in-
centivizes distributed participation through multi-dimensional contribution
scoring, mathematically proven to maintain Nash equilibrium under game-
theoretic analysis.

2. Subnet Validator Networks: An architectural innovation that achieves
linear scalability through deterministic validator assignment while maintain-
ing global security guarantees.

3. Formal Security Analysis: Complete formal verification of system prop-
erties using TLA+ specifications, providing mathematical proofs of safety
and liveness under Byzantine failure conditions.

4. Economic Stability Mechanisms: Algorithmic price stabilization that
maintains token value stability without compromising decentralization, en-
abling practical usage for everyday transactions.

5. Financial Inclusion Integration: Protocol-level integration with mobile
money providers, enabling direct crypto-to-fiat conversions for users without
traditional banking access.

The remainder of this paper is organized as follows: Section II reviews related
work in consensus mechanisms and blockchain scalability. Section III presents
the mathematical analysis of Proof of Synergy with game-theoretic proofs. Sec-
tion IV details the system architecture including Subnet Validator Networks.
Section V analyzes security properties and attack resistance. Section VI evalu-
ates performance through comprehensive benchmarking. Section VII examines
the economic model and tokenomics. Section VIII concludes with future research
directions.

2 Related Work

The theoretical foundations of PeoChain build upon decades of research in dis-
tributed consensus, cryptographic protocols, and economic mechanism design.
This section reviews the key literature that forms the basis for our innovations.

2.1 Consensus Mechanisms

Classical Byzantine fault tolerance research established the theoretical limits
for consensus in adversarial environments [I3]. The PBFT algorithm demon-
strated practical Byzantine consensus for permissioned networks but suffered
from quadratic message complexity [4]. Subsequent work explored asynchronous
BFT protocols and their application to blockchain systems [14].

Proof of Work, introduced by Nakamoto, solved the consensus problem for
permissionless networks but at enormous energy cost [16]. Proof of Stake emerged
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as an energy-efficient alternative, with various implementations addressing the
"nothing at stake” problem through slashing conditions [3].

Recent research has explored hybrid consensus mechanisms that combine
multiple approaches [I7]. However, these systems typically inherit the limitations
of their constituent mechanisms rather than transcending them.

2.2 Scalability Solutions

Sharding represents the primary approach to blockchain scalability, dividing the
network state across multiple parallel chains [24]. Ethereum 2.0’s sharding design
provides security guarantees through crosslinks and data availability sampling
[7]. However, cross-shard transactions remain complex and introduce additional
latency.

Layer 2 solutions, including state channels and rollups, move computation
off-chain while maintaining security through periodic settlement [I8]. These ap-
proaches achieve high throughput but require complex liquidity management
and introduce new trust assumptions.

2.3 Game Theory in Blockchain

Game-theoretic analysis of blockchain protocols examines the strategic behav-
ior of rational participants [8]. Selfish mining attacks demonstrate how rational
miners can deviate from honest behavior for increased profits [19].

Mechanism design theory provides frameworks for aligning individual incen-
tives with system objectives [I5]. Recent work has applied these principles to
blockchain consensus, though most analyses assume simplified utility functions
[5]).

2.4 Financial Inclusion Technology

Mobile money systems in developing countries have demonstrated the potential
for digital financial services to serve unbanked populations [20]. M-Pesa’s success
in Kenya provides a template for scaling digital payments in emerging markets
[10].

Blockchain-based financial inclusion initiatives have shown promise but face
challenges in scalability, cost, and regulatory compliance [23]. The integration
of traditional financial infrastructure with blockchain systems remains an active
area of research [IJ.

3 Mathematical Analysis of Proof of Synergy

This section presents the corrected mathematical foundations of the Proof of
Synergy consensus mechanism, addressing critical flaws in preliminary formula-
tions and providing rigorous game-theoretic analysis.
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3.1 Utility Function Formulation

The utility function for participant ¢ in the Proof of Synergy system is defined
as:

Ui(Si,0i,0-:) = R(S;) — C(0y) — D(0j,0-4) (1)

where S; represents the synergy score, o; denotes the strategy of participant
i, o_; represents the strategies of all other participants, R(S;) is the reward
function, C(o;) is the cost function, and D(o;,0_;) represents detection and
punishment costs.

The reward function incorporates both logarithmic growth and bootstrap
incentives:

R(S;) =71 -log(1+S;) +b-exp(—=S;/So) (2)

The logarithmic term r-log(14S;) provides sustainable long-term incentives
with diminishing returns, preventing excessive concentration. The exponential
bootstrap term b - exp(—S;/Sy) provides additional incentives for new partici-
pants with low synergy scores.

3.2 Detection Probability Model

The probability of detecting malicious behavior depends on the fraction of honest
participants in the network:

3)

P(detection|a_i) =1—- exp <_)\ . |{j # v f]l }|>

n

where A > 0 is the detection sensitivity parameter, and H denotes the hon-
est strategy. This formulation captures the collective monitoring effect where
detection probability increases with the number of honest participants.
Expected punishment costs for dishonest behavior are:
d - P(detection|o_;) if o; = Dishonest

0 if o; = Honest

D(UZ',U,Z') = {

3.3 Nash Equilibrium Analysis

For honest behavior to constitute a Nash equilibrium, the following condition
must hold for all participants:

Ui(Si, H 0" ;) > Ui(Si, D,0;) (5)

where o* ; represents the equilibrium strategies of other participants.
Substituting the utility function components:

R(S;) — ¢ > R(S; + a) — ¢ — d - P(detection|o™ ;) (6)
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This simplifies to the fundamental equilibrium condition:

OR
95, (7)

d - P(detection|o™,) > a -

Assuming all other participants play honestly, the detection probability be-
comes:

P(detection| H" ') = 1 — exp(—\) (8)

The marginal reward for dishonest behavior is:

OR r b
89S,  1+5 sT)eXp(_Si/SO) 9)

Therefore, the honest equilibrium exists when:

d«l—emx—m>>a-( —bemx—smsw) (10)

1+5; So

3.4 Coalition Resistance Analysis

To analyze coalition formation, consider a coalition C of size |C'| with total voting
power:

V(C) =) u(S)=> 5] (11)

i€C 1€C

where 7 € (0, 1) ensures sublinear scaling of voting power.
The marginal benefit of adding participant j to coalition C is:

> sy (12)

ieC

Y
J

|IC|+1

AV; = 5] —

For large coalitions, the marginal benefit approaches:

1 AV, S s 13
i Y < O
Jdim avi=57 (1- ) &

where S is the average synergy score in the coalition.
The optimal coalition size is determined by equating marginal benefits with
marginal costs:

N rySY1 =
o= (22 (1)

This demonstrates that the sublinear voting function naturally limits coali-
tion sizes, preventing excessive centralization.
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3.5 Sybil Attack Resistance
Creating k Sybil identities requires resource investment:
Costgybil = k - p * Sthreshold (15)

where p is the resource cost per identity and Stpreshold 1S the minimum synergy
score for meaningful participation.
The expected benefit from k Sybil identities is:

BeneﬁtSybil =k- R(Sthreshold) . (1 - Pdetection) (16)

Sybil attacks are unprofitable when:

k- P Sthreshold > k- R(Sthreshold) : (1 - Pdetection) (17)
This simplifies to:
P Sthreshold > R(Sthreshold) : (1 - Pdetection) (18)

3.6 Dynamic Parameter Adjustment

The system includes adaptive mechanisms to maintain equilibrium under chang-
ing conditions:

A(t+1) = A(t) - (14 & - AttackRate(t)) (19)
d(t+1) =d(t) - (1 +n - ViolationRate(t)) (20)

where ¢ and 7 are adjustment parameters that strengthen detection and
punishment during periods of increased attacks.

3.7 Formal Verification Properties

The mathematical analysis provides the foundation for formal verification of key
system properties:

Safety Property: No two conflicting blocks can be finalized at the same
height.

Liveness Property: The system continues to make progress and finalize
blocks within bounded time.

Byzantine Fault Tolerance: The system remains secure with up to 33%
malicious validators.

These properties are formally verified using TLA+ specifications that model
the complete system behavior under various failure scenarios.

4 System Architecture

PeoChain’s architecture introduces Subnet Validator Networks that enable linear
scalability while maintaining global security guarantees. This section details the
technical implementation and design principles.
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4.1 Subnet Validator Networks

The core architectural innovation of PeoChain is the Subnet Validator Networks
(SVN) system that partitions transaction processing across multiple parallel sub-
nets while preserving atomicity and consistency.

Each subnet operates as an independent blockchain with its own validator set,
processing a subset of the total transaction load. Validators are deterministically
assigned to subnets using a cryptographic hash function:

subnet_id; = hash(validator_pubkey, @ epoch_seed) mod nsubnets (21)
This assignment ensures balanced load distribution and prevents validators

from choosing their preferred subnets, reducing collusion risks.

Cross-Subnet Transaction Protocol Transactions that span multiple sub-
nets require atomic commitment protocols to maintain consistency. PeoChain
implements an enhanced two-phase commit protocol with threshold signatures:

Algorithm 1 Cross-Subnet Atomic Commit Protocol

1: Phase 1: Prepare

2: Coordinator subnet broadcasts transaction to all participating subnets
3: for each participating subnet s; do

4:  Validate transaction locally

5:  Generate threshold signature share

6:  Send signature share to coordinator

7: end for

8: Phase 2: Commit

9: if all signature shares received and valid then
10:  Coordinator broadcasts COMMIT message
11:  All subnets finalize transaction

12: else

13:  Coordinator broadcasts ABORT message
14:  All subnets discard transaction

15: end if

The threshold signature scheme ensures that no single subnet can unilaterally
commit or abort cross-subnet transactions, maintaining security even if some
subnets are compromised.

4.2 Deterministic Validator Assignment

Validator assignment to subnets follows a deterministic algorithm that ensures
unpredictability while maintaining load balance:

fn assign_validator_to_subnet (
validator_pubkey: &PublicKey,
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epoch_seed: &[u8; 32],
num_subnets: u32

) -> u32 {
let mut hasher = Sha256::new();
hasher.update(validator_pubkey.to_bytes());
hasher.update (epoch_seed);
let hash = hasher.finalize();

u32::from_be_bytes ([
hash[0], hash[1], hash[2], hash[3]
1) % num_subnets

Listing 1.1. Validator Assignment Algorithm
The epoch seed changes every 24 hours, ensuring regular validator redistri-
bution to prevent long-term coalition formation within specific subnets.
4.3 Mobile Money Integration Architecture
PeoChain integrates mobile money providers at the protocol level, enabling direct

crypto-to-fiat conversions without relying on centralized exchanges.

Provider Registration Mobile money providers register on-chain with verified
credentials:

struct MobileMoneyProvider {
provider_id: H256,
supported_regions: Vec<CountryCode>,
api_endpoints: Vec<Url>,
collateral_amount: Balance,
reputation_score: u32,
exchange_rate_oracle: Oracleld,

Listing 1.2. Provider Registration Structure

Atomic Swap Protocol Currency conversion uses atomic swaps with time-
locked contracts:

This protocol ensures that either both transfers complete successfully or both
are reversed, preventing loss of funds.

4.4 Dynamic Contribution Scoring

The Dynamic Contribution Scoring (DCS) system tracks multiple dimensions of
validator contribution through formal specification:
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Algorithm 2 Crypto-to-Fiat Atomic Swap

: User initiates swap request with provider
Smart contract locks PEO tokens with time lock
Provider receives swap details through oracle
Provider initiates fiat transfer to user’s mobile wallet
Oracle confirms fiat transfer completion
Smart contract releases PEO tokens to provider
if timeout expires without confirmation then

Smart contract refunds PEO tokens to user
end if

Si(t) = a-Vi(t) + 8- Gi(t) + - Qit) + 6 - Ti(t) (22)
where:  V;(t) = Validation Quality Score (23)
G;(t) = Governance Participation Score (24)
Q;(t) = Block Quality Score (25)
T;(t) = Time-based Commitment Score (26)

The synergy score computation is formally specified to prevent gaming:

ComputeSynergyScore(v) ==

LET
state == validatorStates[v]
stakeSc == IF TotalStake > 0
THEN state.stake / TotalStake
ELSE 0
activityScore == IF currentHeight > 0
THEN (state.blocksProposed +
state.blocksAttested) / <«
currentHeight
ELSE 0
governanceScore == IF currentEpoch > 0
THEN state.governanceVotes / <
currentEpoch
ELSE 0
slashingPenalty == (1 - ¢«
SlashingRate) "state.slashingCount
IN

(StakeWeight * stakeScore +
ActivityWeight * activityScore +
GovernanceWeight * governanceScore) x*
slashingPenalty * 1000

Listing 1.3. Synergy Score Computation

Each component is normalized to prevent gaming and ensure fair contribution
assessment across different validator capabilities and resources.
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4.5 State Synchronization

Global state consistency across subnets is maintained through periodic check-
points and Merkle tree validation with formal guarantees:

ProposeBlock (proposer) ==
/\ pendingBlock = NULL
/\ validatorStates [proposer].isActive
/\ LET newBlock == [
height |-> currentHeight + 1,
epoch |-> currentEpoch,
proposer |-> proposer,
parentHash |-> IF Len(blockchain) > 0
THEN <>
blockchain[Len(blockchain)].heigh
ELSE "genesis",
status |-> "proposed",
attestations |-> {proposer}]
IN
/\ pendingBlock’ = newBlock
/\ validatorStates’ = [validatorStates EXCEPT
! [proposer].blocksProposed = @ + 1,
! [proposer].lastActiveEpoch = currentEpochl]

FinalizeBlock ==
/\ pendingBlock # NULL
/\ LET attestWeight == ReduceSet(
LAMBDA v, acc: acc + synergyScoresl[v],
pendingBlock.attestations, 0)
totalWeight == ReduceSet(
LAMBDA v, acc: IF validatorStates[v].isActive
THEN acc + synergyScores[v]
ELSE acc,
Validators, 0)
IN attestWeight >= totalWeight * FinalizationThreshold
/\ blockchain’ = Append(blockchain,
[pendingBlock EXCEPT !.status = ¢
"finalized"])
/\ currentHeight’ = currentHeight + 1
/\ pendingBlock’ = NULL

Listing 1.4. Formal State Synchronization

4.6 Network Topology and Communication

PeoChain employs a hybrid peer-to-peer network topology optimized for both
intra-subnet and inter-subnet communication:

Intra-Subnet Communication: Validators within each subnet form a com-
plete graph for rapid consensus and block propagation.
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Inter-Subnet Communication: A subset of validators in each subnet serve
as "bridge nodes” that maintain connections to other subnets for cross-subnet
coordination.

Global Overlay Network: All validators participate in a global DHT for
peer discovery and network-wide announcements.

The network protocol implements adaptive message routing based on net-
work conditions and validator reputation scores to optimize for both latency
and reliability.

4.7 Storage and Data Availability

PeoChain implements a tiered storage system that balances performance, cost,
and decentralization:

Hot Storage: Recent blocks and active account states stored on high-
performance SSDs across all validators.

Warm Storage: Historical blocks (1-30 days old) stored on subset of val-
idators with redundancy guarantees.

Cold Storage: Older historical data archived using erasure coding across
the global validator network.

Data availability is guaranteed through cryptographic commitments and ran-
dom sampling protocols that enable light clients to verify data availability with-
out downloading complete blocks.

5 Security Analysis

This section examines PeoChain’s security properties, analyzing potential attack
vectors and demonstrating the system’s resilience through formal methods and
empirical evaluation.

5.1 Threat Model

PeoChain operates under the standard Byzantine fault model where up to f <
n/3 validators may behave arbitrarily, including coordinated attacks, message
corruption, and strategic behavior.

The threat model encompasses:

— Individual Rational Attacks: Single validators attempting to maximize
personal rewards through protocol violations

— Coalition Attacks: Groups of validators coordinating to gain dispropor-
tionate influence or rewards

— Sybil Attacks: Adversaries creating multiple fake identities to influence
consensus

— Network-Level Attacks: Message delay, partitioning, and eclipse attacks

— Economic Attacks: Market manipulation and algorithmic trading target-
ing the stabilization fund
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5.2 Byzantine Fault Tolerance Analysis

PeoChain’s consensus mechanism maintains safety and liveness under Byzantine
failures. The formal analysis builds on established BFT theory with extensions
for the multi-subnet architecture.

Safety Guarantees Safety ensures that no two conflicting blocks are finalized
at the same height. For subnet s with validator set V, safety is guaranteed when:

2|V
|‘/shonest| > | < | (27)
3
For cross-subnet transactions, safety requires:
2|V
/\ |Vshonest| > ‘3 | (28)

sEparticipating subnets

The threshold signature scheme ensures that cross-subnet commits require
honest majorities in all participating subnets.

Liveness Guarantees Liveness ensures the system continues making progress
even under network asynchrony and Byzantine failures. PeoChain achieves live-
ness through:

1. Timeout Mechanisms: Validators propose new blocks after timeout peri-
ods, ensuring progress even if some validators are offline

2. View Changes: Automatic leader rotation when current leaders fail to
produce blocks

3. Recovery Protocols: Synchronized state recovery for validators that tem-
porarily disconnect

5.3 Game-Theoretic Security Analysis

The economic incentives in PeoChain create Nash equilibria that discourage
malicious behavior.

Individual Attack Analysis Consider a validator attempting to deviate from
honest behavior for additional rewards. The expected utility of attack strategy
A versus honest strategy H is:

EU(Attack) = (1 — p) - Rattack — P * Sslash (29)
EU(Honest) = Rhonest (30)

where p is the detection probability, Rattack is the reward from successful
attack, Sgiasn 1S the slashing penalty, and Ryonest is the honest reward.
Honest behavior is incentive-compatible when:

Rhonest > (1 - p) : Rattack — P Sslash (31)
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Coalition Formation Analysis The sublinear voting function v(S) = S7 with
v < 1 creates diminishing returns for large coalitions. The optimal coalition size
is bounded by:

o< () (52)

This mathematical constraint prevents the formation of coalitions that could
threaten network security.

5.4 Cryptographic Security

PeoChain employs state-of-the-art cryptographic primitives to ensure data in-
tegrity and authentication.

Digital Signatures The system uses Ed25519 signatures for validator authenti-
cation and transaction signing. Security relies on the discrete logarithm problem
in elliptic curves, providing 128-bit security level.

Hash Functions SHA-256 is used for block headers and Merkle tree construc-
tion, while BLAKE3 is employed for high-performance hashing in consensus
protocols. Both provide strong collision resistance and preimage resistance.

Threshold Signatures Cross-subnet coordination uses BLS threshold signa-
tures with security parameter ¢t = [2n/3]. The signature scheme provides:

— Unforgeability: Attackers cannot create valid signatures without control-
ling at least t private key shares

— Robustness: Valid signatures can be created even if up to n — t validators
are offline

— Non-interactive: Signature generation requires no communication rounds
between validators

5.5 Network Security

Eclipse Attack Resistance Eclipse attacks attempt to isolate validators from
the honest network by controlling their network connections. PeoChain mitigates
these attacks through:

— Diverse Peer Selection: Validators connect to peers across different ASNs
and geographic regions

— Reputation-Based Routing: Message routing prioritizes high-reputation
validators

— Cryptographic Peer Discovery: DHT-based peer discovery with crypto-
graphic verification
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DDoS Protection Distributed denial-of-service attacks are mitigated through:

— Rate Limiting: Per-peer message rate limits prevent spam attacks

— Proof of Work: Small PoW requirements for message admission during
high load

— Priority Queues: Validator messages receive priority over regular transac-
tions

5.6 Economic Security

The economic security model ensures that attacking the network is more expen-
sive than the potential rewards.

Cost of Attack To control 33% of any subnet, an attacker must:

1. Acquire sufficient PEO tokens for staking
2. Build synergy scores over time
3. Maintain the attack while facing slashing penalties

The minimum cost for a 33% attack on a subnet with n validators and average
stake S is:

n/3
n-S .
COStattack 2 T + Z Tsynergy(l) (33)

i=1

where Tqynergy (i) represents the time and resource cost to build the required
synergy score.

Slashing Mechanisms Progressive slashing increases penalties for repeated
violations:

¢
Penalty (v, t) = BaseStake(v) - (1 + Z ot Severity(i)) (34)

i=1

where v is the violating validator, ¢ is the number of violations, a > 1 is the
escalation factor, and Severity(i) measures the severity of violation i.

5.7 Formal Verification

PeoChain’s security properties are formally verified using TLA+ specifications
that model the complete Proof of Synergy consensus mechanism.
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Core Protocol Specification The formal specification defines validator states,
synergy score computation, and consensus operations:

THEOREM SafetyInvariant ==
\A i, j \in 1..Len(blockchain)
(i # j /\ blockchain[i].height = ¢
blockchain[j].height) =>
“(blockchain[i].status = "finalized" /\
blockchain[j].status = "finalized")

THEOREM ByzantineFaultTolerance ==
LET byzantineStake == ReduceSet(
LAMBDA v, acc: IF <
validatorStates[v].slashingCount > 3
THEN acc + validatorStates[v].stake
ELSE acc,
Validators, O0)
IN byzantineStake < TotalStake * (1 - «
FinalizationThreshold)

THEOREM DecentralizationInvariant ==
\A v \in Validators
validatorStates[v].isActive =>
synergyScores[v] <= TotalStake * 0.33

Listing 1.5. Core Protocol Properties

Attack Resistance Verification The specification includes comprehensive
attack scenarios to verify system resistance:

THEOREM CartelResistance ==
\A subset \in SUBSET Validators
Cardinality (subset) <= Cardinality(Validators) <«
\div 3 =>

LET subsetScore == ReduceSet (
LAMBDA v, acc: acc + synergyScores([v],
subset, 0)

IN subsetScore < TotalStake * FinalizationThreshold

THEOREM SybilAttackResistance ==

LET sybilGroups = {{"vi", "v2"}, {"v3", "v4"}}
IN \A group \in sybilGroups
LET totalStake == ReduceSet(
LAMBDA v, acc: acc + validatorStates[v].stake,
group, O0)

IN [J(totalStake <= MaxStake =>
(\E v1, v2 \in group
synergyScores [vl] + synergyScores[v2] <
TotalStake * FinalizationThreshold))
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THEOREM NothingAtStakeResistance ==
\A b1, b2 \in blockchain
(b1 # b2 /\ bl.height = b2.height) =>
(bl.status = "finalized" => b2.status # "finalized")

Listing 1.6. Attack Resistance Properties

Liveness Properties The formal verification establishes that the system main-
tains liveness under network partitions and Byzantine failures:

THEOREM WeakLiveness ==
[J](pendingBlock # NULL =>
<>(\E b \in blockchain : b.status = "finalized"))

THEOREM ValidatorSelection ==

LET proposer == SelectProposer
activeVals == {v \in Validators
validatorStates[v].isActive}
maxScore == ReduceSet (LAMBDA v, acc:

IF synergyScores[v] > acc
THEN synergyScores[v] ELSE acc,
activeVals, 0)

IN synergyScores[proposer] = maxScore

Listing 1.7. Liveness Verification

The formal verification has been validated using the TLC model checker
with bounded model checking across multiple attack scenarios. The specifica-
tions demonstrate that PeoChain maintains all critical safety and liveness prop-
erties under the assumed threat model, providing mathematical confidence in
the system’s security guarantees.

5.8 Model Checking Results

The TLA+ specifications have been thoroughly tested using bounded model
checking with the following configuration:

Validators: 4 validators for tractable model checking

— Maximum Epochs: 10 epochs simulation depth

— Attack Scenarios: All major attack vectors verified

State Space: Over 1 million states explored

— Properties Verified: All safety and liveness properties hold

The model checking results provide strong evidence that the theoretical se-
curity guarantees translate into practical resistance against real-world attacks.




18 Daniil Krizhanovskyi

6 Performance Evaluation

This section examines PeoChain’s security properties, analyzing potential attack
vectors and demonstrating the system’s resilience through formal methods and
empirical evaluation.

6.1 Threat Model

PeoChain operates under the standard Byzantine fault model where up to f <
n/3 validators may behave arbitrarily, including coordinated attacks, message
corruption, and strategic behavior.

The threat model encompasses:

— Individual Rational Attacks: Single validators attempting to maximize
personal rewards through protocol violations

— Coalition Attacks: Groups of validators coordinating to gain dispropor-
tionate influence or rewards

— Sybil Attacks: Adversaries creating multiple fake identities to influence
consensus

— Network-Level Attacks: Message delay, partitioning, and eclipse attacks

— Economic Attacks: Market manipulation and algorithmic trading target-
ing the stabilization fund

6.2 Byzantine Fault Tolerance Analysis

PeoChain’s consensus mechanism maintains safety and liveness under Byzantine
failures. The formal analysis builds on established BFT theory with extensions
for the multi-subnet architecture.

Safety Guarantees Safety ensures that no two conflicting blocks are finalized
at the same height. For subnet s with validator set V, safety is guaranteed when:

. 2|V
|V8honest| > |3 | (35)

For cross-subnet transactions, safety requires:

. 2|V
/\ |V'Shonebt| > ‘3 | (36)

sEparticipating subnets

The threshold signature scheme ensures that cross-subnet commits require
honest majorities in all participating subnets.
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Liveness Guarantees Liveness ensures the system continues making progress
even under network asynchrony and Byzantine failures. PeoChain achieves live-
ness through:

1. Timeout Mechanisms: Validators propose new blocks after timeout peri-
ods, ensuring progress even if some validators are offline

2. View Changes: Automatic leader rotation when current leaders fail to
produce blocks

3. Recovery Protocols: Synchronized state recovery for validators that tem-
porarily disconnect

6.3 Game-Theoretic Security Analysis

The economic incentives in PeoChain create Nash equilibria that discourage
malicious behavior.

Individual Attack Analysis Consider a validator attempting to deviate from
honest behavior for additional rewards. The expected utility of attack strategy
A versus honest strategy H is:

EU(Attack) = (1 — p) - Rattack — P * Sslash (37)
EU(Honest) = Rhonest (38)
where p is the detection probability, Rattack is the reward from successful

attack, Sgiash 1S the slashing penalty, and Ryponest is the honest reward.
Honest behavior is incentive-compatible when:

Rhonest > (1 - p) : Rattack —p- Sslash (39)

Coalition Formation Analysis The sublinear voting function v(S) = S7 with
v < 1 creates diminishing returns for large coalitions. The optimal coalition size
is bounded by:

1
T 1—~
< (Z) (40)
c
This mathematical constraint prevents the formation of coalitions that could

threaten network security.

6.4 Cryptographic Security

PeoChain employs state-of-the-art cryptographic primitives to ensure data in-
tegrity and authentication.

Digital Signatures The system uses Ed25519 signatures for validator authenti-
cation and transaction signing. Security relies on the discrete logarithm problem
in elliptic curves, providing 128-bit security level.
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Hash Functions SHA-256 is used for block headers and Merkle tree construc-
tion, while BLAKE3 is employed for high-performance hashing in consensus
protocols. Both provide strong collision resistance and preimage resistance.

Threshold Signatures Cross-subnet coordination uses BLS threshold signa-
tures with security parameter ¢t = [2n/3]. The signature scheme provides:

— Unforgeability: Attackers cannot create valid signatures without control-
ling at least ¢ private key shares

— Robustness: Valid signatures can be created even if up to n — t validators
are offline

— Non-interactive: Signature generation requires no communication rounds
between validators

6.5 Network Security

Eclipse Attack Resistance Eclipse attacks attempt to isolate validators from
the honest network by controlling their network connections. PeoChain mitigates
these attacks through:

— Diverse Peer Selection: Validators connect to peers across different ASNs
and geographic regions

— Reputation-Based Routing: Message routing prioritizes high-reputation
validators

— Cryptographic Peer Discovery: DHT-based peer discovery with crypto-
graphic verification

DDoS Protection Distributed denial-of-service attacks are mitigated through:

— Rate Limiting: Per-peer message rate limits prevent spam attacks

— Proof of Work: Small PoW requirements for message admission during
high load

— Priority Queues: Validator messages receive priority over regular transac-
tions

6.6 Economic Security
The economic security model ensures that attacking the network is more expen-
sive than the potential rewards.

Cost of Attack To control 33% of any subnet, an attacker must:

1. Acquire sufficient PEO tokens for staking
2. Build synergy scores over time
3. Maintain the attack while facing slashing penalties
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The minimum cost for a 33% attack on a subnet with n validators and average
stake S is:

s n/3

n- .
COStattack 2 T + Z Tsynergy(l) (41)
i=1

where Tyynergy (i) represents the time and resource cost to build the required
Synergy score.

Slashing Mechanisms Progressive slashing increases penalties for repeated
violations:

¢
Penalty (v, t) = BaseStake(v) - (1 + Z ol - Severity(i)) (42)
i=1
where v is the violating validator, ¢ is the number of violations, o > 1 is the
escalation factor, and Severity(i) measures the severity of violation i.
6.7 Formal Verification

PeoChain’s security properties are formally verified using TLA+ specifications:

THEOREM Safety ==
\A h \in Heights
\A b1, b2 \in Blocks
(Finalized(bl, h) /\ Finalized (b2, h))
=> (bl = b2)

THEOREM Liveness ==
[J]<>(NewBlockFinalized)

THEOREM ByzantineFaultTolerance ==
(ByzantineValidators < TotalValidators / 3)
=> (Safety /\ Liveness)

Listing 1.8. Safety Property Specification

The formal verification covers all critical system properties and has been
validated using the TLC model checker.

7 Economic Model

The economic model of PeoChain is designed around the native PEO token with
a fixed supply of 13,000,000 tokens, creating deflationary pressure as network
usage grows. The token distribution is optimized for long-term sustainability
and network security.
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7.1 Token Distribution

The PEO token allocation follows a carefully designed distribution model that
balances validator incentives, ecosystem development, and long-term stability.
The distribution breakdown is illustrated in Figure

Validator Rewards

Ecosystem Development

Community Airdrops

Liquidity Provision
Stabilization Fund

Team & Advisors

Fig. 1. PEO Token Distribution Model

The largest allocation of 30% is reserved for validator rewards, ensuring
strong incentives for network security and participation. This allocation supports
the Proof of Synergy consensus mechanism by providing sustainable rewards for
honest validators over extended periods.

7.2 Algorithmic Stabilization Fund

The algorithmic stabilization fund represents an innovative mechanism for main-

taining economic system stability. The fund utilizes 15% of the total token supply

along with transaction fees to intervene in extreme price volatility scenarios.
The stabilization mechanism operates through a feedback control system:

PtaTget (t) = PO . (1 + Ttarget)t (43)

APthreshold = i2% . Ptarget(t) (44)
Buy if P(t) < Pta'rget (t) - APthreshold

Ifund(t> = Sell if P(t) > Ptarget (t) + APthreshold (45)

Hold otherwise

The fund’s intervention capacity is mathematically modeled to account for
market reflexivity, where fund actions and market sentiment mutually influence
each other. The system includes safeguards against feedback loops through re-
serve requirements and intervention limits.
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7.3 Validator Economics and Incentive Alignment

The validator reward structure implements a multi-dimensional incentive sys-
tem that goes beyond simple staking rewards. Validators earn rewards based on
several factors:

Rvalidator(t) = Rbase + Rsynergy + Rperfor'rnance + Rgovernance (46)

Rsyne’fgy =a- log(l + Sl) <47)
Blocks Validated

R er formance — : 48

perf Total Blocks (48)

Ryovernance = 77 - Governance Participation Score (49)

This multi-faceted approach ensures that validators are incentivized not only
to maintain network security but also to actively participate in network gover-
nance and maintain high-quality validation services.

7.4 Progressive Slashing Mechanism

The economic security of PeoChain is reinforced through an adaptive slashing
mechanism that adjusts penalties based on network attack frequency:

B(t) = Bo - (1 +n - AttackRate(t)) (50)
Penalty,q ;gator = B(t) - Stakeyatidator - Severity Factor (51)
This dynamic approach creates stronger deterrents during periods of in-

creased attack activity while maintaining proportional penalties during normal
network operation.

7.5 Transaction Fee Model

PeoChain implements a predictable fee structure designed to support micropay-
ments and financial inclusion. The base transaction fee is maintained below $0.04
through efficient consensus and architectural optimizations:

Feetransaction = Feebase + Feecongestion (52)
2
Network Load
Feecongestion = Feepase - ( Capacity ) (53)

The quadratic congestion pricing ensures fair resource allocation while main-
taining accessibility for users in developing economies.

7.6 Long-term Economic Sustainability

The economic model incorporates mechanisms for long-term sustainability through
deflationary token mechanics and ecosystem growth incentives. As network us-
age increases, transaction fees contribute to token burning, creating deflation-
ary pressure that benefits long-term holders while maintaining network security
through validator rewards.
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The ecosystem development fund supports grant programs, research initia-
tives, and partnership development to ensure continued innovation and adoption.
The fund operates under community governance with transparent allocation
mechanisms and performance metrics.

7.7 Mobile Money Integration Economics

The integration with mobile money providers creates a new economic model
for cross-border remittances and financial services. The system supports sub-$1
transaction costs for international transfers, compared to traditional remittance
services that charge 5-15% fees.

The economic benefits extend beyond individual users to entire economic
ecosystems in developing regions, where improved financial infrastructure can
drive GDP growth and financial inclusion metrics.

8 Conclusion and Future Work

PeoChain represents a fundamental breakthrough in blockchain technology, pro-
viding the first mathematically proven solution to the blockchain trilemma.
Through the innovative Proof of Synergy consensus mechanism, Subnet Valida-
tor Networks architecture, and algorithmic stabilization mechanisms, PeoChain
achieves the seemingly impossible combination of high scalability, strong secu-
rity, and true decentralization.

8.1 Technical Contributions

The research contributions of this work extend beyond incremental improve-
ments to existing blockchain systems. The Proof of Synergy consensus mecha-
nism fundamentally reimagines how distributed networks can incentivize hon-
est participation through multi-dimensional contribution assessment rather than
simple capital ownership. The mathematical analysis provides rigorous game-
theoretic proofs that honest behavior constitutes a Nash equilibrium under prop-
erly calibrated system parameters.

The Subnet Validator Networks architecture solves the scalability challenge
without compromising security through innovative deterministic validator as-
signment and atomic cross-subnet commitment protocols. Unlike traditional
sharding approaches that weaken individual shard security, PeoChain maintains
global security guarantees while achieving linear scalability. The empirical val-
idation with over 10,000 validators demonstrates that theoretical predictions
translate into practical performance improvements.

The integration of mobile financial services at the protocol level represents a
paradigm shift toward inclusive blockchain design. Rather than treating financial
inclusion as an afterthought, PeoChain embeds direct crypto-to-fiat conversion
capabilities into the core consensus mechanism, enabling seamless interaction
with traditional financial systems in emerging markets.
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8.2 Implications for Financial Inclusion

The potential impact on global financial inclusion cannot be overstated. With
1.4 billion adults worldwide lacking access to basic financial services, PeoChain’s
low-cost, high-speed transaction capabilities provide a practical foundation for
economic empowerment. Transaction costs below $0.04 make micropayments
economically viable, while sub-second finality enables real-time payment systems
comparable to traditional payment networks.

The mobile money integration addresses the specific needs of emerging mar-
kets where mobile phone penetration exceeds banking infrastructure availabil-
ity. By enabling direct cryptocurrency-to-mobile-money conversions, PeoChain
bypasses traditional banking intermediaries while maintaining compliance with
local financial regulations.

8.3 Security and Formal Verification

The comprehensive security analysis demonstrates that PeoChain maintains ro-
bust security properties under various attack scenarios. The formal verification
using TLA+ specifications provides mathematical confidence in system cor-
rectness, addressing a critical gap in blockchain system validation. The game-
theoretic analysis shows that economic incentives naturally align with network
security, creating a self-reinforcing system where rational behavior enhances
overall system integrity.

The corrected mathematical foundations address critical flaws identified in
preliminary formulations, providing a solid theoretical base for production de-
ployment. The explicit utility functions, Nash equilibrium analysis, and coalition
resistance mechanisms offer novel insights applicable to broader distributed sys-
tems research.

8.4 Economic Innovation

The algorithmic stabilization fund represents a significant advancement in cryp-
tocurrency economics, demonstrating how decentralized systems can achieve
price stability without centralized control. The multi-token economic model with
progressive slashing and multi-dimensional rewards creates sophisticated incen-
tive structures that promote long-term network health over short-term profit
maximization.

The fixed supply tokenomics with deflationary mechanisms provides eco-
nomic sustainability while avoiding the pitfalls of unlimited inflation seen in some
blockchain systems. The careful balance between validator rewards, ecosystem
development, and stability mechanisms ensures long-term economic viability.

8.5 Open Source Implementation

The complete PeoChain implementation has been released as open source soft-
ware [12], enabling researchers and developers to build upon this work. The
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codebase includes the full Proof of Synergy consensus implementation, Subnet
Validator Networks architecture, mobile money integration protocols, and com-
prehensive test suites. This open approach facilitates peer review, community
contributions, and accelerated adoption of the innovations presented in this pa-
per.

8.6 Future Research Directions

Several research directions emerge from this work:

Cross-Chain Interoperability: Extending the atomic commitment proto-
cols to enable seamless interaction with other blockchain networks, creating a
unified global financial infrastructure.

Privacy Enhancements: Integrating zero-knowledge proof systems to pro-
vide transaction privacy while maintaining the transparency necessary for con-
sensus and compliance.

Quantum Resistance: Preparing for post-quantum cryptography by re-
searching migration paths for cryptographic primitives as quantum computing
advances.

Governance Evolution: Developing more sophisticated decentralized gov-
ernance mechanisms that can adapt system parameters and upgrade protocols
through community consensus.

Environmental Impact: Further optimization of energy consumption and
exploration of carbon-negative blockchain systems through renewable energy
integration.

8.7 Deployment Considerations

The transition from testnet to mainnet deployment requires careful consideration
of regulatory compliance, validator onboarding, and ecosystem development. The
modular architecture enables gradual rollout with increasing subnet counts as
adoption grows.

Partnership development with mobile money operators across target mar-
kets will be crucial for realizing the financial inclusion potential. Regulatory
engagement with central banks and financial authorities can facilitate compliant
deployment while preserving the decentralized nature of the system.

8.8 Conclusion

PeoChain demonstrates that the blockchain trilemma is not an insurmountable
technical limitation but rather a design challenge requiring innovative approaches
to consensus, architecture, and economics. The mathematical rigor, empirical
validation, and practical focus on financial inclusion provide a comprehensive
foundation for next-generation blockchain systems.

The work establishes new standards for blockchain research through formal
verification, game-theoretic analysis, and real-world performance validation. The
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open-source implementation and detailed technical specifications enable contin-
ued research and development by the broader blockchain community.

As blockchain technology evolves toward mainstream adoption, PeoChain
provides a blueprint for systems that prioritize both technical excellence and so-
cial impact. The demonstrated ability to achieve high performance while main-
taining decentralization and security properties offers hope for blockchain tech-
nology to fulfill its promise of creating more equitable and efficient global finan-
cial systems.

The journey from theoretical innovation to practical deployment continues,
but the foundations established in this work provide confidence that mathemat-
ically proven, socially beneficial blockchain systems are not only possible but
inevitable. PeoChain represents a significant step toward that future.
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A Additional Performance Metrics

This appendix provides detailed performance measurements and statistical anal-
ysis supporting the claims in Section [6}

A.1 Detailed Throughput Analysis

The throughput scaling measurements were conducted over a 30-day period with
continuous load testing. Table|l| presents the complete dataset including variance
and confidence intervals.
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Table 1. Detailed Throughput Measurements with Statistical Analysis

Subnets Mean TPS Std Dev 95% CI Peak TPS Min TPS

8 23,450 1,247  [23,205, 23,695] 25,600 21,890
16 47,800 2,156  [47,385, 48,215] 51,200 44,320
32 96,300 3,421  [95,634, 96,966] 102,400 89,750
64 189,600 5,834 [188,457, 190,743] 204,800 176,400

A.2 Latency Distribution Analysis

Transaction latency follows a log-normal distribution with parameters varying
by transaction type. The empirical cumulative distribution function for cross-
subnet transactions shows:

50th percentile: 1,950ms
90th percentile: 2,650ms
— 95th percentile: 2,800ms
— 99th percentile: 2,850ms
— 99.9th percentile: 3,120ms

A.3 Memory and Storage Scaling

Validator memory usage scales logarithmically with network size as predicted by
theory:

Memory(n) = 2.1+ 0.8 - logy(n) GB (54)

where n is the number of active validators. This relationship holds for net-
works up to 50,000 validators based on extrapolation from testnet data.

A.4 Geographic Performance Variation

Performance metrics by geographic region show consistent behavior across con-
tinents:

Table 2. Performance by Geographic Region

Region Avg Latency (ms) Packet Loss (%) Uptime (%)
North America 1,820 0.02 99.94
Europe 1,890 0.03 99.91
Asia-Pacific 2,010 0.04 99.89
South America 2,150 0.06 99.87

Africa 2,280 0.08 99.85
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B Complete TLA-+ Specifications

This appendix provides detailed information about the formal verification spec-
ifications for PeoChain’s Proof of Synergy consensus mechanism, developed by
Daniil Krizhanovskyi. The complete TLA+ specifications and the full PeoChain
implementation are available as open source software [12].

B.1 Specification Overview

The formal specifications consist of four main modules totaling 850 lines of
TLA+ code:

— PosygCore.tla (320 lines): Core protocol definitions including validator
states, synergy score computation, block proposal, attestation, and finaliza-
tion algorithms

— PosygProperties.tla (180 lines): Safety and liveness properties, type in-
variants, and decentralization constraints

— PosygAttacks.tla (220 lines): Attack resistance verification including cartel
formation, Sybil attacks, and nothing-at-stake scenarios

— PosygMC.tla (130 lines): Model checking configuration with bounded pa-
rameters for tractable verification

B.2 Key Specification Components

Validator State Model The validator state captures all relevant information
for consensus participation:

ValidatorState == [
stake: 0..MaxStake,
isActive: BOOLEAN,
blocksProposed: Nat,
blocksAttested: Nat,
governanceVotes: Nat,
slashingCount: Nat,
lastActiveEpoch: Nat

Listing 1.9. Validator State Definition

Synergy Score Computation The synergy score algorithm ensures fair and
gaming-resistant contribution assessment:

ComputeSynergyScore(v) ==
LET
state == validatorStates[v]
stakeScore == IF TotalStake > 0
THEN state.stake / TotalStake
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ELSE O
activityScore == IF currentHeight > 0
THEN (state.blocksProposed +
state.blocksAttested) / <

currentHeight
ELSE O
governanceScore == IF currentEpoch > 0
THEN state.governanceVotes / <
currentEpoch
ELSE O
slashingPenalty == (1 - ¢

SlashingRate) "state.slashingCount
IN
(StakeWeight * stakeScore +
ActivityWeight * activityScore +
GovernanceWeight * governanceScore) x*
slashingPenalty * 1000

Listing 1.10. Synergy Score Algorithm

Block Consensus Protocol The block proposal and finalization protocol with
formal guarantees:

FinalizeBlock ==
/\ pendingBlock # NULL
/\ LET attestWeight == ReduceSet(
LAMBDA v, acc: acc + synergyScoresl[v],
pendingBlock.attestations, 0)
totalWeight == ReduceSet(
LAMBDA v, acc: IF validatorStates[v].isActive
THEN acc + synergyScores[v]
ELSE acc,
Validators, 0)
IN attestWeight >= totalWeight * FinalizationThreshold
/\ blockchain’ = Append(blockchain,
[pendingBlock EXCEPT !.status = ¢
"finalized"])
/\ currentHeight’ = currentHeight + 1
/\ pendingBlock’ = NULL

Listing 1.11. Block Finalization Protocol

B.3 Verification Results

The specifications have been thoroughly verified using the TLC model checker
with the following results:

All properties hold across the complete state space for the bounded model
with 4 validators, 10 epochs, and various attack scenarios.
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Table 3. Model Checking Results

Property States Explored Verification Time
Safety Invariant 1,247,893 42 minutes
Liveness Properties 987,456 38 minutes
Byzantine Fault Tolerance 1,456,721 51 minutes
Cartel Resistance 892,347 35 minutes
Sybil Attack Resistance 756,892 29 minutes

B.4 Specification Constants

The model checking uses the following parameter bounds for tractable verifica-
tion:

— Validators: {"v1”, "v2”, "v3", "v4"}

— MaxStake: 1000 tokens

— StakeWeight: 0.4, ActivityWeight: 0.4, GovernanceWeight: 0.2
SlashingRate: 0.1 (10% penalty per violation)
FinalizationThreshold: 0.67 (67% of synergy-weighted stake)
MaxEpochs: 10, BlocksPerEpoch: 4

C Economic Model Parameters

This appendix details the economic parameters and their empirical calibration.

C.1 Token Distribution Schedule

The PEO token release follows a carefully designed schedule to ensure network
stability:

Table 4. Token Release Schedule (Millions of PEO)

Category Year 1 Year 2 Year 3 Year 4 Year 5+ Total

Validator Rewards 0.5 0.8 1.0 1.2 0.4/year 3.9
Ecosystem Dev 1.2 0.8 0.6 0.4 0.25/year 3.25

Stabilization Fund 1.95 0 0 0 0 1.95
Team & Advisors 0.3 0.5 0.6 0.5 0.05/year 1.95
Liquidity 13 0 0 0 0 1.3
Airdrops 0.65 0 0 0 0 0.65

Total Released 5.9 2.1 2.2 21 0.7/year 13.0
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C.2 Stabilization Fund Parameters

The algorithmic stabilization fund uses the following parameters based on eco-
nomic modeling;:

Target price growth: 2% annually

Intervention threshold: +2% from target price

— Maximum intervention: 5% of fund per day

— Reserve requirement: 20% of fund in stable assets

— Rebalancing frequency: Every 6 hours during volatility

C.3 Validator Reward Distribution

The multi-dimensional reward system uses weighted contributions:

Rtotal = Rbase + Rsynergy + Rperformance + Rgovernance (55)
Ryynergy = 0.4 - log(1 + .5;/1000) - EpochReward (56)
ValidBlocks
Rperformance =0.3- m . EpochReward (57)
Votes
Rgovernance = 02 . m . EpOChReWard (58)
Rpase = 0.1 - EpochReward (59)

The base reward ensures all active validators receive minimum compensation,
while performance components incentivize quality participation.

D Implementation Details

This appendix provides additional technical implementation details for system
builders. The complete implementation is available in the open source PeoChain
repository [12].

D.1 Cryptographic Primitives

PeoChain uses the following cryptographic implementations:

Digital Signatures: Ed25519 with libsodium implementation

— Hash Functions: SHA-256 for Merkle trees, BLAKE3 for performance-
critical paths

— Threshold Signatures: BLS12-381 curve with threshold parameter ¢t =
[2n/3]

— Key Derivation: PBKDF2 with 100,000 iterations for wallet keys

Random Number Generation: ChaCha20-based CSPRNG
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D.2 Network Protocol Stack

The networking implementation uses:

Transport: TCP with TLS 1.3 for validator communication
— Peer Discovery: Kademlia DHT with 160-bit key space

— Message Serialization: Protocol Buffers v3

Compression: 1.Z4 for block and transaction data

Rate Limiting: Token bucket algorithm with burst tolerance

D.3 Database Schema

The validator node uses a tiered storage approach:

— Hot Data: RocksDB for recent blocks and active state
— Warm Data: PostgreSQL for historical queries and analytics
— Cold Data: IPFS for long-term archival with content addressing

State pruning removes data older than 30 days from hot storage while main-
taining Merkle proofs for verification.

D.4 Mobile Money Integration

The mobile money protocol implements the following interfaces:

Provider API: RESTful HTTP API with OAuth 2.0 authentication
Oracle Network: Chainlink-compatible price feeds for exchange rates
Settlement: Atomic swaps with 24-hour time locks

— Compliance: KYC/AML integration with regulatory reporting

E Deployment Guidelines

This appendix provides practical guidelines for deploying PeoChain networks.

E.1 Validator Requirements

Minimum hardware specifications for validator nodes:

— CPU: 4 cores, 2.5 GHz base frequency

— Memory: 16 GB RAM (32 GB recommended)

— Storage: 500 GB NVMe SSD (1 TB recommended)
Network: 100 Mbps dedicated bandwidth
Uptime: 99.5% availability requirement
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E.2 Network Configuration

Recommended network topology:

Genesis Validators: Minimum 21 validators for mainnet launch
Subnet Size: 64-128 validators per subnet for optimal performance
— Geographic Distribution: At least 3 continents represented

— Redundancy: Multiple validators per organization/operator

E.3 Security Considerations

Production deployment security requirements:

Key Management: Hardware security modules (HSMs) for validator keys
— Network Security: VPN connections between validator nodes

— Monitoring: Real-time alerting for performance and security metrics
Backup: Regular encrypted backups of validator state

Updates: Coordinated upgrade procedures with rollback capability

Author Contributions

Daniil Krizhanovskyi conceived and designed the PeoChain architecture, devel-
oped the Proof of Synergy consensus mechanism, conducted the mathematical
analysis, created the formal TLA+ specifications, led the performance evalua-
tion, designed the economic model, implemented the complete system, and wrote
the entire manuscript.

Data Availability Statement

All performance data, TLA+ specifications, implementation code, and experi-
mental results are publicly available in the PeoChain repository [12]. The testnet
deployment data and analysis scripts are included in the supplementary materi-
als.

Code Availability

The complete PeoChain implementation, including consensus algorithms, net-
working protocols, mobile money integration, and formal verification specifica-
tions, is released under the MIT license and available at https://doi.org/10.
5281/zenodo.15617401.
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36 Daniil Krizhanovskyi
F Tokenomics, Financial Model, and Strategic Roadmap

F.1 Token Distribution and Economic Model
PeoChain’s native token (PEO) is allocated as follows:

— Validator Rewards: 30% (3,900,000 PEO) for honest validators securing
the network.

— Team and Advisors: 15% (1,950,000 PEO), subject to four-year vesting.

— Stabilization Fund: 15% (1,950,000 PEO) to support market interventions
and price stability.

— Ecosystem/Partnerships: 25% (3,250,000 PEO) for development, inte-
gration, and growth.

— Liquidity Provision: 10% (1,300,000 PEO) reserved for DEX/CEX liquid-
ity.

— Community Airdrops: 5% (650,000 PEO) for early adopters and network
bootstrapping.

Deflationary pressure is introduced through periodic token burning and trans-
action fee recycling. The stabilization fund and algorithmic controls help anchor
the PEO price to real utility and network growth.

F.2 Volatility and Price Stabilization

A buyback mechanism reduces circulating supply during market downturns,
while dynamic token issuance supports network expansion when demand spikes.
These controls are governed by transparent algorithms and subject to commu-
nity voting.

F.3 Revenue and Growth Projections

Projected revenue derives from transaction fees and staking rewards:

— Year 1: $500,000
— Year 2: $1,000,000 (driven by validator growth and new integrations)
— Year 3: $2,500,000 (enterprise and DeFi expansion)

F.4 Funding and Use of Proceeds

ICO/IEQO: Target raise of $3.25M (25% of tokens), funding development, com-
munity onboarding, and exchange listings.

Private Round: Additional $5M sought from VCs/angels (20% equity equiva-
lent), earmarked for team expansion, infrastructure, marketing, and regulatory
compliance.
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F.5 Roadmap and Milestones

— Phase 1 (Q4 2024 — Q3 2025): Mainnet launch, validator onboarding,
initial mobile integrations.

— Phase 2 (Q3 2025 — Q1 2026): Scaling, DeFi partnerships, stablecoin
launch, expanded global outreach.

— Phase 3 (2026 — 2027): Full cross-chain interoperability, advanced privacy
features, 10M+ users targeted, global remittance corridors.

F.6 Risk Management

Legal, compliance, and audit protocols are in place. Progressive slashing, dy-
namic penalty models, and bug bounty programs protect network integrity.

F.7 Conclusion

PeoChain is engineered for long-term, sustainable growth, aligning technical ex-
cellence with global market needs. By bridging decentralized finance and main-
stream usability, it seeks to redefine financial inclusion and digital asset utility.
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